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Abstract— Service computing is growing popular thanks to the
cloud computing technology. However, the behavior of cloud services
is complicated as they involve a large number of components and
complex interactions between them. It is highly helpful for service
users and providers to well understand the service behavior if they
can exhaustively explore potential component interactions and
service scenarios. This paper discusses the challenges associated with
this and an approach to achieving this goal. This paper also reports
our progress of exploring the use of symbolic execution for service
analysis, together with our research plan.

Keywords—distributed service, symbolic execution, system analysis,
code representation

I. INTRODUCTION

Nowadays many computer applications run on computing
platforms as services. People use the applications by sending them
requests to invoke the services. With the growing adoption of
advanced technologies such as cloud computing, more and more
domains are employing this service computing paradigm.

Typically, an IT service is comprised of multiple components,
and the processing of a service request involves executions among
the components. When the number of components in a service is
large or the interactions of the components are not easy to
understand, it is challenging for the service provider to thoroughly
understand the service execution scenarios, including various error-
present scenarios.

We believe that exhaustive or extensive explorations of
potential interactions between the service components and
potential scenarios of the service execution, including error-present
scenarios, are very helpful for a service provider and computing
platform provider (e.g. cloud provider) to well understand and
analyze the service behavior.

Currently there is no approach that can perform such exhaustive
or extensive explorations of distributed service behavior. Most of
current work analyzes service scenarios of component interactions
based on graph. Luo et al. [5] build graphs of invocation
relationships in microservices and stochastic models for
interactions between microservices. GSMART [6] can
automatically generate a service dependency graph to visualize and
analyze the dependencies between microservices and services.
They capture only coarse-granularity behavior of services, and do
not allow for exhaustive explorations of execution scenarios in fine
granularity, e.g. message between component processes.

Other service analysis approaches include 1) traditional
availability models like Reliability Block Diagrams [1], Monte
Carlo methods [2][3], Bayesian networks [4], and Markov models,
ii) customized models for certain systems only [7][8][9], iii)
representations/specifications of systems in formats such as UML
[10] and its varieties like SysML [11] and Candy [12], and iv)
systematic testing tools like dBug [19] and DeMeter [20]. These
existing approaches do not provide the desired capability of
exhaustive explorations of service execution scenarios, or require
experts to create the specific service’s detailed model manually

This work has been supported by the NSFC Project of China under Grant 62132009.

(like Markov models) based on the experts’ comprehensive
understandings of the service behavior.

Fine-grain exhaustive analysis exists in technologies such as
static analysis of programs, symbolic execution, and model
checking. Can we employ such technologies for analyzing IT
services? We plan to explore the potential of this direction. As the
first venture, we explore using symbolic execution for service
analysis in this paper.

Symbolic execution has been applied in program analysis for
exhausting program execution paths [14-18]. We can leverage the
technology for exhaustive or extensive explorations of execution
paths in service computing, based on an observation that there is an
analogy between IT services and object-oriented programs. Here
we mention one similarity: the instantiation relationship between a
service component and its replicas is similar to that between an
object class and its instances. This analogy is discussed in details
in Section II.

We see the following challenges should be addressed for using
symbolic execution to analyze services.

i) How to take advantage of the analogy between IT services
and object-oriented programs? Symbolic execution is unable to be
directly applied to an IT service. We should find a way to make it
possible. To address this challenge, we invent an algorithm that
transforms the behavior of a distributed service, in terms of
component interactions, into program code representation.

ii) How to analyze service behavior using symbolic execution
with the analogy exploited? After the service behavior is
transformed into program code, we then need to translate a target
problem or property of the service under study into a form in
program code that symbolic execution is able to handle.

iii) Dealing with issues that are associated with symbolic
execution. As the size of the target service or the problem under
study scales up, the issues of the symbolic execution technology,
e.g. state explosion, should be addressed.

In this paper we report our progress in handling these
challenges and our preliminary results that show the feasibility of
the proposed approach for service analysis. Specifically, we
designed an algorithm to transform distributed service behavior
into program code representation (for Challenge 1), and conducted
a case study of service analysis by applying symbolic execution
onto the generated program code (for Challenge ii). Case studies
with larger scale services and problems (for Challenge iii) are
arranged in our research plan.

II. ANALOGY BETWEEN SERVICES AND PROGRAMS

We observed an analogy between a distributed service in
service computing and an object-oriented program. Table 1 lists the
analogy. Then the service behavior can be represented or abstracted
by the program. Here we describe the similarities in the analogy.

i) In a service, one kind of component has one or multiple
replicas as the instantiation of the component. In an object-oriented
program, an object class has one or multiple object instances as its
instantiation.
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Table 1: Analogy between a distributed service and an object-
oriented program

Distributed Service Object-Oriented Program

component object class

component replica object instance

sub-component/sub-service class member variable/field

behavior of a component

member function of a class

processing of a request processing of a piece of input

orchestration of multiple component
replicas (and their subcomponents) for
request processing

programming of multiple object
instances (and their member variables
and functions) for input processing

ii) A replica of a service component may comprise multiple
subcomponents or microservices. An object instance may comprise
instances of class member objects and fields.

iii) A component replica provides certain functions for the
service. An object instance provides certain functions via its
member functions for the program.

iv) A service or component processes incoming requests. A
program or object class processes input or function parameters.

v) A service processes a request by its components and sub-
services. Components and subservices may also have their own
subcomponents and subservices do operations on behalf of the
request. A program processes input by its objects and their member
functions and variables (which are also objects). The objects may
also have their own member functions and objects do operations on
behalf of the input.

In this sense, the service behavior can be regarded as the
execution of a corresponding object-oriented program.

III. TRANSFORMING SERVICES INTO PROGRAMS

We use a simple example service to illustrate the essential idea
of the service-to-program transformation, and then present the
algorithm that does the transformation generally.

A. Example Service

The example is a simplified three-tier service for the illustration
purpose, as shown in Figure 1. Typically, the frontend component
receives a request from the service client, performs request parsing
and invokes the middleware component to perform the real service.
Examples of the frontend component are a web server, a load
balancer, and an API parser/handler. Application servers running
the service logic like Tomcat, and applications providing specific
handling like nova-compute and glance-registry in OpenStack, are
examples of the middleware component. Sometimes the processing
of a service request involves queries of another backend
component, e.g. a configuration store or a database.

Middleware

| Client ‘ ‘Frontend|

Figure 1: A simple three-tier example service

Figure 1 shows the execution paths of the example service in
terms of interactions between a service client and the service
components. There are two execution paths in the figure (the dash
lines indicate optional path segments, i.e. they are only traversed in
certain scenarios):

o Client — Frontend — Middleware — Frontend — Client.
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e Client — Frontend — Middleware — Backend — Middleware —
Frontend — Client.

B. Program Code Representation of the Example Service

The program code representation of the service is illustrated in
Figure 2. We can select any object-oriented programming language
for the representation as long as it is convenient for programs in the
language to be symbolically executed. In this study we chose C++.

The example service has three types of components, which are
defined as object classes in the program code (lines 1-12 in Figure
2). The service itself is defined as a class, with the instances of the
three component classes defined as its member variables (lines 13-
17). The client is not part of the service, but is also represented in
the code as a class (lines 21-24) for capturing the entire request
processing flow.

1 class Middleware{
2 public: 36
3 void on_request(string sender); 37
4}; 38
5 class Frontend{ 39}

6 public: 40 if(Middleware_ActionCtrl == 1){

7 void on_request(string sender); 41  ServiceA_1.Backend_1.on_request("Middleware");
8} 42 )

9 class Backend{ 43}

10 public: 44 if(sender == “Backend"){

11 void on_request(string sender); 45 ServiceA_l.Frontend_1.on_request("Middleware");
12k 4}

13 class ServiceA{ 47}

14 public: 48 void Frontend::on_request(string sender){

15 Middleware Middleware_1; 49 if(sender = ient"){

16 Frontend Frontend_1; 50 ServiceA_1.Middleware_1.on_request("Frontend");
17 Backend Backend_1; 51|}

18 void on_request(); 52 if(sender == "Middleware"){

19 void complete(); 53 Client_1.on_request("Frontend");

20} 54}

21 class Client{ 55 }

22 public: 56 void Backend::on_request(string sender){

23 void on_request(string sender); 57 if(sender == "Middleware"){

24} 58 ServiceA_1.Middleware_1.on_request("Backend");
25 59 }

26 ServiceA ServiceA_1; 60 }

27 Client Client_1; 61 void Client::on_request(string sender){

28 int Middleware_ActionCtrl; 62 if(sender = "Frontend"){

29 63 ServiceA_l.complete();

30 void ServiceA::on_request(){ 64}

31 Frontend_1.on_request("Client"); 65 }

32} 66 void main(){

33 void ServiceA::complete(){ 67 ServiceA_1.on_request();

34} 68 }

35 void Middleware: :on_request(string sender){

if(sender == "Frontend"){

if (Middleware_ActionCtrl == 0){
ServiceA_1.Frontend_1.on_request (“Middleware");

Figure 2: Program code representation of the example service

The entire service request processing starts at the service’s
on_request() function in main() (line 67), and ends at the client’s
receiving of the service response, i.e. the service’s complete() in the
client’s on_request() function (line 63).

The function of each component is the receiving of a request
and the invocation of the next component’s processing. Each of the
three component classes has an on_request() member function, and
its logic is the identification of the next component for the specific
request processing scenario and the invocation of this component’s
on_request() function (lines 35-60). In this example the next
component is identified according to the sender of the received
message, as shown in lines 36, 44,49, 52, 57 and 62; e.g., when the
backend receives a message from the middleware (line 57), it
responds to the middleware, the next component is the middleware,
and Middleware 1.on_request(“Backend”) is invoked (line 58).

When the middleware receives message from the frontend, it
may or may not query the backend for the processing. This path
forking is represented by introducing a  variable
Middleware_ActionCtrl which controls which path to take (lines
37-42). Different values of the variable will be selected during
symbolic execution to explore different paths.

C. Transformation Algorithm

We designed an algorithm, given in Figure 3, to automatically
transform a service into program code representation. The service
behavior we consider is the component interactions (or
communications) such as the one shown in Figure 1. The input of
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the algorithm is service traces that capture the service behavior.
Existing tracing technologies [21-25] can be employed to provide
the service traces. Specifically, our algorithm uses traces collected
by the REPTrace technology [22] as input (the set of traces
S events in Figure 3).

First, we extract the information of the machines and all
components, including component instance (i.e. replica)
information and host information from input traces, and put them
in the S machine and S_component sets as well as the fopology
hashtable, respectively (lines 12-20 in Figure 3).

Second, we obtain the information of component actions from
the traces. As currently we only focus on component interactions,
the action of a component ¢ indicates which next component to
invoke when ¢ receives different messages from different
components like lines 49-54 in Figure 2. We record ¢’s actions in
its actions hashtable (line 4 in Figure 3), which maps the sender
component of the received message to a list of next component
instances to invoke. Lines 22-30 in Figure 3 collect the component
actions from the traces.

Finally, we generate the program code. Line 33 generates the
code for the definition of the Machine class (the class is not shown
in Figure 2, but has the host information and is also generated into
the code for studying host dependency). Line 35 invokes
generate_component_code() to generate the code for all
components. When ¢ receives message from the sender, it sends
another message to one of the next component instances to invoke
its function. The actions hashtable is exploited for generating the
code of invoking the right next component instance in different
scenarios, and a control variable is generated in the code to support
path forking in symbolic execution if need be (lines 43-54).

Line 36 generates code of the class definition and member
functions for the service, like lines 13-20, 30-34 in Figure 2. When
generating the on_request() of the service, we first find all events
in S_events that do not have any parent event. If they are the same
event in multiple traces, e.g. the same “Client — Frontend” in both
execution paths in Section II.A, this event is the only root service
invocation. We generate the code of the root service invocation,
like line 31 in Figure 2, in the service’s on_request(). If there are
multiple different events in the multiple traces, which means this
service has multiple entry points, we also generate the code of using
a control variable to support the multi-entry situation.

Line 37 generates the code for instantiations of the service, its
component instances and the machines, based on the information
in S machine and S_component. We also generate the code of
dealing with the host information in line 37. Line 38 generates the
main() function, the entry of the program.

IV. A PRELIMINARY CASE STUDY OF SERVICE ANALYSIS

During cloud maintenance we encountered a task of analyzing
cloud service dependencies on relevant service components,
particularly identifying which components a service has strong or
weak availability dependencies on.

This task motivated our idea of trying to analyze service
execution paths extensively or exhaustively so that we are able to
measure the impact of a component instance failure onto the
service. Although certain other technologies, e.g. fault injection,
may also deal with the task, we would rather investigate an
alternative approach that exposes the service behavior as a
panoramic view and studies the view in a path-exhausting or state-
exhausting way. Therefore, we selected service dependencies upon
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its components as the target property. The preliminary case study
was conducted against the example service.

1 class component {

2 String comp_name;

3 String[] instances; // identified as comp_name+process_id

4 Hashtable<String, String[]> actions; // set of next instances
5 }

6 Hashtable<String, String> topology; // host information

7

8 generate_code(S_events)

9 Input: S_events, the set of all traces' events

10 Output: the program code representation

11

12 // step 1: obtain component, instance, machine, and host information
13 S_machine = {} // the set of machines initialized as empty

14 S_component = {} // the set of components initialized as empty
15 for each event e in S_events, do

16 find component c in S_component with c.comp_name==e.comp_name (if
17 not found, create a new component and put it in S_component)
18 add e.comp_name+e.process_id into c.instances if it was not added
19 add e.machine_id into S_machine if not added previously

20 add <e.comp_name+e.process_id,e.machine_id> into topology

21

22 // step 2: obtain action information

23 for each event e in S_events, do

24 if e.op_id is "receive"

25 find e's parent event f in S_events (f.event_id==e.parent_id)
26 let T be the set of all events whose parent event is e

27 find ¢ in S_component with the name e.comp_name

28 for each event p in T, do

29 s_next=c.actions[f.comp_name] //set of next instances

30 add p.comp_name+p.process_id into s_next if not added yet
31

32 // step 3: generate code

33 generate code for machines

34 for each component ¢ in S_component, do

35 generate_component_code(c)

36 generate code for the service

37 generate code for service and machine instances

38 generate code for main()

39

40 generate_component_code(c)

41 generate code for c's class definition

42 generate code for c's on_request() function header

43 for each entry of c.actions <parent_name, s_next>, do

44 write "if (sender==\""+parent_name+"\") {" in code

45 if s_next has more than 1 name // introduce ctrl var

46 i=0

47 for each name in s_next

48 write "if ("+name+"_"+parent_name+"_Ctrl=="+i+")" in code
49 write " ‘“+name+".on_request(\""+c.comp_name+"\")"

50 i=i+1

51 else if s_next has 1 name

52 name = s_next[0]

53 write name+".on_request(\""+c.comp_name+"\")"

54 write "}"

55 write "}" // end of the on_request() function

Figure 3: The code generation algorithm

A. Enhancing Generated Code

We study the example service’s dependency on its components,
particularly how many request processing paths are affected if a
component fails. The symbolic execution tool we use in this study
is Klee [13]. Symbolic execution cannot be directly applied to the
generated code like that in Figure 2. We add the following
enhancements to the generated code.

There are other symbolic execution tools like Symbolic
PathFinder [32], Angr [33], QSYM [34], and SymCC [35].
Compared with them, Klee (a) supports two modes: symbolic
execution and concrete execution, (b) processes C-language-like
program syntax, and (c) is a pretty mature and stable tool. As our
transformation algorithm generates C-language-like programs, and
the support of both modes potentially provides flexibility to support
various goal properties in future studies, we selected Klee.

Definition of symbolic variables. Symbolic variable is a type
of variable provided in the Klee tool such that, during symbolic
execution Klee explores values of the variable as much as possible
within its value range, and hence, exhaustively explores possible
paths of the program.

A member variable status is added to every component’s class
to indicate all components’ availability states, and similarly,
another status variable is added to the host class (Machine) for
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studying the host dependency. When the status is 0, the component
is not functioning properly.

We enhance the generated code to designate all components’
status variables and the Middleware ActionCtrl variable of the
middleware component as symbolic variables by using
klee_make_symbolic(). Basically, all control variables and state
variables (like status) should be designated as symbolic variables.

Dependency study and target failure model. To study the
dependencies of service availability on components’ status, we add
klee_assert() statements at appropriate places of the generated
code. When the status of a component instance is assigned as 0 by
Klee, the assertion failure stops this execution path and marks the
path as a failure. For the dependency strength analysis in the paper,
crashes are the target failure model because dependency strength
shows to what extent one component crash causes a service failure.

B. Symbolic Execution

The example service has 3 components with their interactions
during the service as illustrated in Figure 1. We implemented the
example service and deployed it on a single machine. In the
implementation the middleware has a 15% probability of querying
the backend and an 85% probability of responding to the frontend
without querying the backend. The client sent 20 requests to the
frontend during the experiment.

We implemented the algorithm that transforms the service into
program code and enhanced the code for the service analysis. Then
we compiled the enhanced program code (in C++), built LLVM
bitcode, and then used Klee to symbolically execute the bitcode.
There are three components’ status variables, one Machine’s status
variable, and the Middleware_ActionCtrl variable. It is a total of 5
symbolic variables, each of which may have the value 0 or 1. The
symbolic execution explores 2°=32 execution paths of the program
in a single pass.

The notions of strong/weak dependency are defined with regard
to the probability of a component or host failure causing a service
failure in all requests’ execution paths. When the probability is
larger than a given threshold, the service is considered as bearing a
strong dependency on the component; otherwise, the service has a
weak dependency on the component.

Dependency analysis. We run the symbolic execution of the
enhanced code to explore all possible request execution paths of
the example service. In this experiment, Klee executed a total of
28917 LLVM bitcode instructions and explored all of the 32
execution paths. The truth table of these paths is given in Table 2.
3 paths completed (Result=1 in the table), and the remaining 29
paths terminated incompletely due to assertion failures.

Table 2: Symbolic execution results for the example service

Ctrl Var |Result

1

Machine | Frontend | Middleware| Backend
path1 1 1 1 1
path 2
path 3
path4

path 5~8
path9~16
path 17~24
path 25~32

ool
ok |o|

=1

ol|lo|r|r|r]|r|r
olr|o|r|r|~r]|r
o|o|o|o|r|o|r

Here we study the service dependency on the backend
component. The number of distinct paths where Backend failure
causes service failure (Backend=0, Result=0 and Machine,
Frontend and Middleware being 1) is 1 (path 3). As 3 of the 20
requests go along path 3, the probability of the backend failure
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causing the service failure is 15%. The probability of the Machine
or any other component failure causing the service failure is 100%.
If the given threshold is 20%, the service has a weak dependency
on the backend and a strong dependency on the machine and any
of the other components.

V. DISCUSSIONS AND RESEARCH PLAN

Scope of Service Computing in Consideration. Our main
idea motivated by the observed analogy between services and
programs is to do service analysis like program analysis after the
transformation. So the broadest scope includes all types of services
comprised of multiple components with communications among
them. But the initial study in this paper focuses on dependency
analysis, and here we mainly consider micro-services.

Service Properties to be Studied. Besides service
dependencies, we are considering some other behaviors/properties
to study using this approach, including cross-component error
propagation and protocol verification. We find the observed
analogy is still valid for these properties, though component source
code should be considered besides component interactions.

Why Choose Symbolic Execution? Other program analysis
technologies like model checking may also be applied to the
generated programs for analyzing services. We select symbolic
execution in this initial study because it has two modes: symbolic
execution and concrete execution. So, it potentially provides us
flexibility to support various goal properties in future studies.

Scalability Issue. This paper focuses on transforming service
behavior into a program to enable use of symbolic execution for
extensive exploration of service behaviors. We believe the
scalability issue in using symbolic execution for service behavior
analysis is similar to that in using it for program analysis. As certain
technologies [26-31] alleviate the issue in program analysis, similar
technologies can be applied (maybe with some adjustments) to
alleviate the issue in service behavior analysis.

Research Plan. We have done a preliminary case study, and
are taking the following plan to conduct the research work:

i) Besides studying the strength of service dependencies, we
plan to identify a few more service problems or properties to study.
Candidates we are considering include cross-component error
propagation, verification of protocol implementations, and
troubleshooting of services.

ii) We will study these service problems or properties in large-
scale service platforms like OpenStack and Kubernetes.

iii) When we employ symbolic execution to study service
behavior in such platforms, there may be scalability issue like state
explosion. We will leverage state-of-the-art technologies of state
explosion mitigation [26-31] (with required adjustments) for
addressing it.

VI. CONCLUSION

In this paper we explored the idea of using symbolic execution
for studying behavior of distributed services. Basically, we
observed that there is an analogy between distributed service
behavior and object-oriented program execution. Then we propose
an algorithm that transforms distributed service behavior into
program code representation, and applies symbolic execution onto
the program code for investigating the service behavior. We carried
out a case study as preliminary exploration of applying symbolic
execution for service analysis. We are following a research plan to
advance the proposed approach to a practical stage.
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